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.Click this bar to view the small image -.B

. Download the ISO image

vou will download Tails in the form of an IS0 image™: a single file that you will later burn
on a DWVD or installed onto a USE stick,

ibea Bl

Direct download

LATEST RELEASE

Tails 0.13 IS0 image '

“ Tails 0713 torrent '

IC SIGNATURE CRYPTOGRAPHIC SIGNATURE

CRYPTOGRAPI

gnature = The cryptographic signature of the IS0 image is
alzo included in the Torrent,

If wyou're not sure what the cryptographic signature

is, please read the part on verifying the IS0 image. Additionally, you can wverify the signature of the
Torrent file itself before downloading it.
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recommended way of checking the ISG image integrity.

If you already know how to use an CpenPGF key you can download it stra

Tails signing key (e

Otherwise, read our instructions to check the IS0 image integrity,

e Using Linux with Gnome: Ubuntu, Debian, Tails, etc.

s Using Linux with the command line

|- Using other operating systems
L

So how can | check better the SO image authenticity

o~

Axy gl (A el (s g il A8l 550 a

Instead of a cryptographic signature, this technigue uses a cryptographic h
propose it because it's espedcially easy for Windows users,

1. Install the MOS Reborned Hasher o extension for Firefox.
2. Restart Firefox, @

2. Open the Downloads window from the menu Tools + Downloads, MO
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MDs5 Reborned Hasher o.0.0

by PhoneixS

Thiz extension allows to check the MDz, MDs, SHA1, SHAZ56, SHAZS4 or SHAS12 sum
of a dowrnloaded file.

+ Add ‘o Firefox :

Y
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7. Click on Generate Digest.

8. Copy and paste the following hash for version 0.13 in the Enter checksum text box,

eZ27bT 755678922 £3£56028b3848h342 4742509648151 3 ecbec0347£629261

9. When the hash is done generating, a result appears at the bottom of the window
saying:

REETEB 922 £33 £5 460

i & e |
= 1_' i

atd25 1513 echecl347 £520261

. Selectg! !:
2 window

Search Startpage for "ed7b77/R0ETE9:22. "
Wiew 5 election Source

2. When the hash is done generating,
saying:

o Okay, if the IS0 image is correct
o Match failed!, if the IS0 image is-

Switch Page Direction

Inzpect Element [Q]
USING THE CRYPTOGRAPHIC 81 S/ NoScipt 4

Gnufs, a common free software implementation of OpenFGP has versions and graphical

¥) Check File_

D:ADocuments and SettingstAdminiztratoriby Documentsiesh S8 ails-i386-..  Path;

Generate Digest ] | w SH.&EEEE

lenerated Checksum:
| e /b7 TAEETE9c2 21 3HE0cEb 3848034 20ar 420096281 51 Jeeboc 034 FIE2I26f |

E nter checksurm:
| r ——— |

‘Iste the digest

) Check File_

D:\Documents and Setlings\Administrator\My Documents Sk 380 \tails-386- . Path

Generated Checlsum:

#27b 775507890 22131560 0b3048034 20474 250962811 51 3eeboc 03471629201
Enter checksum

e27b7 7556709 2205600030480 3420474250628 51 Jeebec 034 71629261

4"_1_,1:;& ;Ld...d_.u'! &——3| Okay
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e Gpgdwin e, for Windows
o GPGTools &, for Mac QS X

you will find on either of those websites detailed documentation on how to install and
use therm.

FOR WINDOWS USING GPGAWIN

After installing Gpg4win, download Tails signing key:

Tails signing key e

Zonsult the Gpg4win documentation to import it

Then, download the cryptographic signature corresponding to the IS0 image you want

to verify: Lawas o044
Tails 0.13 signature T = apg
odlall

Consult the Gpg4win documentation to check the signature @

FOR MAC OS5 X USING GPGTOOLS

After installing GPGTools, you should be able to follow the instruction for Linusx with the
command line, To open the command line, navigate to your Applications folder, open
Ltilities, and double click on Terminal.
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